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VYLOXSSDWD GDO&RPSXWHU1HWZRUNV*URXS 1HW*URXS SUHVVR LO 3ROLWHFQLFR GL7RULQR7DOH OLEUHULD VL q DIIHUPDWD
FRPHVWDQGDUGGHIDFWRQHOVHWWRUHGHJOLVWUXPHQWLGLDQDOLVLGLUHWHSHUDPELHQWL:LQGRZV
 ,1752'8=,21(
/D UDSLGD HYROX]LRQH GHO VHWWRUH GHOOH UHWL GL FDOFRODWRUL XQLWD DO YDVWR XWLOL]]R GHOOH WHFQRORJLH GL
QHWZRUNLQJHGDOODFUHVFHQWHGLIIXVLRQHGL,QWHUQHWIDVuFKHODSRWHQ]DHODFRPSOHVVLWjGHOOHVWUXWWXUHGL








D FDUDWWHUH FRPPHUFLDOH VRQR VSHVVR UHDOL]]DWL VRWWR IRUPD GL RJJHWWL VRIWZDUH SHU YLD GHOOD PDJJLRUH
YHUVDWLOLWjULVSHWWRDVROX]LRQLKDUGZDUHO¶KDUGZDUHQRQVLSXzGXSOLFDUHGLIILFLOPHQWHVLSXzDGDWWDUHD











VXD YHUVDWLOLWj :LQ3FDS q XQR GHL SURGRWWL SL FRQRVFLXWL H DSSUH]]DWL GHOO¶2SHQ 6RXUFH LWDOLDQR q
FRQVLGHUDWRXQRVWDQGDUGSHUO¶DQDOLVLGLUHWHHGKDDSHUWRODVWUDGDDOO¶XVRGHLVLVWHPLRSHUDWLYL0LFURVRIW
LQXQFDPSRFKHLQSUHFHGHQ]DHUDDSSDQQDJJLRHVFOXVLYRGHOPRQGR8QL[




WRRO GDOO¶DPELHQWH8QL[ LQ FXL VRQR VWDWL VYLOXSSDWLPROWL VWUXPHQWL ODUJDPHQWH FRQRVFLXWL H XWLOL]]DWL
DOO¶DPELHQWH :LQGRZV :LQ3FDS VL SUHILJJH GL DIIURQWDUH SUREOHPDWLFKH GL HIILFLHQ]D QHO FDPSR
GHOO¶DQDOLVL GL UHWH H GL FRQVHJXHQ]D VYLOXSSD XQ¶DUFKLWHWWXUD SDUWLFRODUPHQWH RWWLPL]]DWD LQ JUDGR GL
VXSSRUWDUH OH DSSOLFD]LRQL SL LPSHJQDWLYH 8Q VLVWHPD FRQ WDOL FDUDWWHULVWLFKH KD FROPDWR XQD JUDYH
ODFXQDHKDVWLPRODWRORVYLOXSSRGLPROWLVVLPHQXRYHDSSOLFD]LRQLVLD2SHQ6RXUFHVLDSURSULHWDULH>@





HIILFLHQ]D /D VH]LRQH  VRWWROLQHD LO FRQWULEXWR FKH:LQ3FDS KD GDWR DOPRQGR GHOO¶2SHQ 6RXUFH /D
VH]LRQHSUHVHQWDLQILQHDOFXQHFRQFOXVLRQLILQDOL
 67$72'(//¶$57(,/%3)
/D VWUXWWXUD GL :LQ3FDS GHULYD GD TXHOOD GHO %HUNHOH\ 3DFNHW )LOWHU %3) >@ VYLOXSSDWR SUHVVR
O¶8QLYHUVLWjGHOOD&DOLIRUQLD,O%3)qLOVLVWHPDGLFDWWXUDFKHYLHQHVROLWDPHQWHXWLOL]]DWRFRQLVLVWHPL
RSHUDWLYL GHOOD IDPLJOLD %6' (VVR q FRQVLGHUDWR ODPLJOLRUH H SL HIILFLHQWH VROX]LRQH GL VQLIILQJ IUD
TXHOOH RIIHUWH LQ DPELHQWH 8QL[ O¶DUWLFROR FKH QH SUHVHQWD O¶LPSOHPHQWD]LRQH VFULWWR QHO  GD
0F&DQQHH-DFREVRQ>@qFRQVLGHUDWRXQDSLHWUDPLOLDUHLQTXHVWRFDPSR
/¶DUFKLWHWWXUDGHVFULWWDqLQUHDOWjFRVWLWXLWDGDGXHPRGXOLEHQGLVWLQWLLO%3)FKHqXQ¶HVWHQVLRQHGHO

















































/D tap() HIIHWWXD LQQDQ]LWXWWR XQ¶RSHUD]LRQH GL ILOWUDJJLR FLRq GHWHUPLQD VH LO SDFFKHWWR q GL
LQWHUHVVH SHU O¶DSSOLFD]LRQH H LQ FDVR QHJDWLYR OR VFDUWD LPPHGLDWDPHQWH 6H LQYHFH LO SDFFKHWWR q
DFFHWWDWRGDOILOWURODtap()ORLQVHULVFHLQXQEXIIHUDOORFDWRGDOGULYHUGHWWRNHUQHOEXIIHUVLYHGDOD
)LJXUD  ,O %3) XVD XQ VLVWHPD D GRSSLR EXIIHU SHU XQ WRWDOH GL .E\WHV LQ FXL XQD SRU]LRQH GL
PHPRULD FRQWLHQH L SDFFKHWWL LQ DUULYR GDOOD UHWH PHQWUH O¶DOWUD FRQVHUYD TXHOOL FKH YHUUDQQR SDVVDWL
DOO¶DSSOLFD]LRQH , GXH EXIIHU YHQJRQR VFDPELDWL TXDQGR LO SULPR q SLHQR HG LO VHFRQGR q YXRWR
/¶DSSOLFD]LRQH SUHOHYD L SDFFKHWWL WUDPLWH XQD OHWWXUD HIIHWWXDWD GL QRUPD FRQ OD FKLDPDWD GL VLVWHPD
read()VXO³ILOH´ULVXOWDQWHGDOODYLUWXDOL]]D]LRQHIDWWDDOLYHOORGLVLVWHPDRSHUDWLYRGHOGHYLFHGULYHU
%3) UHODWLYRDO%3)4XHVWD OHWWXUDDWWLYDXQD IXQ]LRQHGHO%3)FKHVSRVWD LSDFFKHWWL LQXQD]RQDGL
PHPRULDDOLYHOORXWHQWHDOORFDWDHJHVWLWDGDlibpcap
 $5&+,7(7785$',:,13&$3
:LQ3FDS FRPHPRVWUDWR LQ)LJXUD ULFDOFDQHOOH OLQHHJHQHUDOL OD VWUXWWXUDGHO%3)DJJLXQJHQGR
WXWWDYLD GLYHUVL HOHPHQWL H UDIILQDQGR DOFXQL GL TXHOOL HVLVWHQWL SHU PLJOLRUDUH OH SUHVWD]LRQL LQROWUH
:LQ3FDS JDUDQWLVFH OD FRPSDWLELOLWj FRQ OD JUDQGH PDJJLRUDQ]D GHL VLVWHPL RSHUDWLYL GHOOD IDPLJOLD













































qXQGHYLFHGULYHU FKH IXQ]LRQD D OLYHOORNHUQHO ,O13)q LPSOHPHQWDWR FRPHXQYLUWXDOGHYLFHGULYHU
9;' QHO ILOH  QSIY[G LQ:LQGRZV 0( H FRPH XQ NHUQHOPRGH GULYHU QHO ILOH npf.sys LQ
:LQGRZV17;3,O13)VLRFFXSDGHOOHRSHUD]LRQLGLEDVVROLYHOORIUDOHTXDOLODSLLPSRUWDQWHq







GL UHWH WUDPLWH LOGULYHUFKH ODJRYHUQD O¶HVWUD]LRQHGHO WUDIILFRFKHFLUFRODVXOODUHWH ODVFUHPDWXUDGHL












GRFXPHQWD SXEEOLFDPHQWH O¶LQWHUIDFFLD 1',6 1HWZRUN 'ULYHU ,QWHUIDFH 6SHFLILFDWLRQ >@ FKH YLHQH
XWLOL]]DWD GDO NHUQHO GL:LQGRZV SHU IDU FRPXQLFDUH LPRGXOL FKH OR FRPSRQJRQR 'D XQ ODWR1',6
IRUQLVFHXQDOLEUHULDGLIXQ]LRQLVWDQGDUGFKHLGULYHUGLUHWHSRVVRQRFRPHLQWHUIDFFLDFRQLONHUQHOHFRQ
O¶KDUGZDUH LQ PDQLHUD UDJLRQHYROPHQWH LQGLSHQGHQWH GDO VLVWHPD GDOO¶DOWUD VSHFLILFD XQ SUHFLVR






















/D FROORFD]LRQH GHOO¶13) SRQH DQFKH DOFXQL SUREOHPL ,O SULPR GL HVVL q TXHOOR GHOOH SUHVWD]LRQL
O¶LQWHUD]LRQHFRQ1',6qQRWHYROPHQWHSLFRPSOHVVDGHOVHPSOLFHPHFFDQLVPRDFDOOEDFNXWLOL]]DWRGDO
%3)4XHVWRKD ULFKLHVWRXQDPDJJLRUH DWWHQ]LRQHSHURWWHQHUHSUHVWD]LRQL HOHYDWH LO ULVXOWDWRRWWHQXWR
GRFXPHQWDWRQHOODVH]LRQHqHFFHOOHQWHHOHSUHVWD]LRQLULVXOWDQWLVRQRDGGLULWWXUDPLJOLRULGLTXHOOLGHL
VLVWHPL8QL[GDFXLGHULYD13)GHULYD,OVHFRQGRSUREOHPDqFKHFRQO¶DUFKLWHWWXUDGL:LQ3FDSLO13)
FDWWXUD L SDFFKHWWL VROR GRSRXQD VHULH GL SRVVLELOLPDQLSROD]LRQL GD SDUWH GL GULYHU GL OLYHOOR LQIHULRUH
TXHOOLGHOODVFKHGDGLUHWHLQSULPLV'XQTXHLSDFFKHWWLSRVVRQRHVVHUHVWDWLPRGLILFDWLULVSHWWRDOORUR




, VHUYL]L IRUQLWL GDO GULYHU VRQR HVSRUWDWL DOOH DSSOLFD]LRQL WUDPLWH GXH OLEUHULH /D SULPD
packet.dll IXQ]LRQD D EDVVR OLYHOOR H JHVWLVFH O¶LQWHUD]LRQH FRQ O¶13) QHL YDUL VLVWHPL RSHUDWLYL
:LQGRZV%LVRJQDLQIDWWLULFRUGDUHFKHODVWUXWWXUDGLXQGULYHU OHFKLDPDWHFKHHVVRXVDSHU LQWHUDJLUH




OLEUHULD GLYHUVD SHU RJQL IDPLJOLD GL VLVWHPL RSHUDWLYL H IDFHQGR Vu FKH WXWWH TXHVWH OLEUHULH HVSRUWLQR
FKLDPDWHLGHQWLFKH,QTXHVWRPRGRXQSURJUDPPDEDVDWRVX:LQ3FDSSXzIXQ]LRQDUHVXWXWWL LVLVWHPL
:LQ VHQ]D DOFXQD PRGLILFD Qq ULFRPSLOD]LRQH packet.dll VL RFFXSD LQROWUH GL XQD VHULH GL
RSHUD]LRQL GLSHQGHQWL GDO VLVWHPD PD QRQ GLUHWWDPHQWH FRUUHODWH DOOD FDWWXUD GHL SDFFKHWWL TXDOL LO
FDULFDPHQWRVFDULFDPHQWRGHOGULYHUO¶RWWHQLPHQWRGHOODOLVWDGHOOHLQWHUIDFFHGLUHWHFRQUHODWLYLLQGLUL]]L
KDUGZDUHHGLOLYHOORQHWZRUNRJQLVLVWHPDRSHUDWLYRFRQVHUYDTXHVWLGDWLLQPDQLHUDGLIIHUHQWH
wpcap.dll IRUQLVFH LQYHFHXQD$3, FRQXQ OLYHOORGL DVWUD]LRQH VXSHULRUH H LQFOXGH IXQ]LRQLSHU
FUHDUH ILOWUL VDOYDUH L SDFFKHWWL VX GLVFR JHVWLUH L EXIIHU H FRVu YLD 4XHVWD OLEUHULD QRQ LQWHUDJLVFH
GLUHWWDPHQWH FRQ LO GULYHU PD VL DSSRJJLD D packet.dll FKH TXLQGL GL QRUPD QRQ YLHQH XVDWD
GLUHWWDPHQWH GDO SURJUDPPDWRUH8QDGHOOH FDUDWWHULVWLFKH SULQFLSDOL GLwpcap.dll q OD FRPSDWLELOLWj
FRQlibpcap,QHIIHWWLODSULPDSXzHVVHUHFRQVLGHUDWDXQVXSHUVHWGHOODVHFRQGDLQTXDQWRQHIRUQLVFH
WXWWH OH FKLDPDWH DJJLXQJHQGR LQ SL XQD VHULH GL IXQ]LRQDOLWj DG HVHPSLR PRQLWRULQJ GL UHWH H
JHQHUD]LRQHGLWUDIILFRFKHVIUXWWDQROHFDUDWWHULVWLFKHDYDQ]DWHGHOGULYHU13)VLYHGDLOSDUDJUDIR
 352%/(0$7,&+(35(67$=,21$/,
4XHVWR FDSLWROR GHVFULYH LQPDJJLRU GHWWDJOLR O¶DUFKLWHWWXUD GL:LQ3FDS H LQ SDUWLFRODUH GHO GULYHU





/D FDWWXUD GL SDFFKHWWL H OD ORUR FRQVHJQD GLUHWWD DOOH DSSOLFD]LRQL RSHUD]LRQH GL SHU Vq
FRQFHWWXDOPHQWHVHPSOLFHqLQUHDOWjSLXWWRVWRFRPSOHVVDVHVLYRJOLRQRRWWHQHUHEXRQHSUHVWD]LRQL
/DSULPDRSHUD]LRQHHVHJXLWDGDOO¶13)LQVHJXLWRDOODULFH]LRQHGLXQSDFFKHWWRqLOILOWUDJJLR)LOWUDUH
VLJQLILFD VFUHPDUH LO IOXVVR GL GDWL GLUHWWR YHUVR O¶DSSOLFDWLYR GL FDWWXUD LQ EDVH DOOH HVLJHQ]H
GHOO¶DSSOLFD]LRQH VWHVVD Ê LPSRUWDQWH FKH TXHVWD RSHUD]LRQH YHQJD HVHJXLWD LO SL SRVVLELOH DOO¶LQL]LR
GHOOD FDWHQD GLPDQLSROD]LRQL GHO SDFFKHWWR LQPRGR GD HYLWDUH FRSLH VXSHUIOXH H VSUHFR GL VSD]LR QHL
EXIIHU'LFRQVHJXHQ]D LO ILOWUDJJLRqGHOHJDWRDOO¶13)TXDQGR LOSDFFKHWWRqDQFRUDQHOODPHPRULDGHO
GULYHUGHOODVFKHGDGLUHWHVIUXWWDQGRODSRVVLELOLWjGL1',6GLDFFHGHUHDTXHVWDPHPRULD
,OVLVWHPDGLILOWUDJJLRGHOO¶13)qFRPSDWLELOHFRQTXHOORGHO%3)HFRQVLVWHLQXQSURFHVVRUHYLUWXDOH
LQ JUDGR GL LQWHUSUHWDUH FRPDQGL LPSDUWLWL DWWUDYHUVR LVWUX]LRQL DVVHPEOHU VHFRQGR XQ VHW GL LVWUX]LRQL
VHPSOLFHPDVXIILFLHQWHPHQWHFRPSOHWR8QILOWURqFUHDWRGDOO¶XWHQWH WUDPLWHXQFRPSLODWRUH IRUQLWR LQ
:LQ3FDS HVVR ULFHYH LQ LQJUHVVR XQD VWULQJD FRQ XQD FRQGL]LRQH ERROHDQD SHU HVHPSLR ³LS DQG QRW
XGS´HODWUDGXFHQHOFRUULVSRQGHQWHE\WHFRGHSHUHVHPSLR³FRQWUROODFKHLOFDPSRethertypeGHOOD
WUDPD(WKHUQHWVLDXJXDOHD[HFKHLOprotocol typeGHOODWUDPD,3VLDGLYHUVRGDLQFDVR
DIIHUPDWLYR DFFHWWD LO SDFFKHWWR´$ GLIIHUHQ]D GL WXWWL JOL DOWUL VLVWHPL GL FDWWXUD IRUQLWL GL SURFHVVRUH
YLUWXDOH O¶13) QRQ LQWHUSUHWD L ILOWUL PD VIUXWWD WHFQLFKH GL FRPSLOD]LRQH GLQDPLFD SHU HVHJXLUOL
GLUHWWDPHQWH DWWUDYHUVR O¶LPSLHJR GL FRGLFH QDWLYR GHOOD &38 ORFDOH ,QIDWWL TXDQGR XQ ILOWUR YLHQH
LQVWDOODWR GDOO¶XWHQWH LO GULYHU VIUXWWD XQ FRPSLODWRUH MXVW LQ WLPH-,7 SHU WUDGXUUH LO E\WHFRGH LQ XQD
SURFHGXUD LQ DVVHPEOHU [4XHVWD SURFHGXUD YLHQH LQYRFDWD SHU RJQL SDFFKHWWR ULFHYXWR H GHFLGH VH





GL DSSOLFD]LRQL FRQ EDVVH FDUDWWHULVWLFKH SUHVWD]LRQDOL QHOOD IDVH UHODWLYD DOOD ORUR HODERUD]LRQH ,Q
:LQ3FDSODWLSLFDDUFKLWHWWXUDDGRSSLREXIIHUqVWDWDVFDUWDWDDIDYRUHGLXQ¶DUFKLWHWWXUDDEXIIHUFLUFRODUH
OD FXL GLPHQVLRQH QRUPDOPHQWH 0E\WH q FRQILJXUDELOH GDOO¶XWHQWH SHU SHUPHWWHUH GL ELODQFLDUH XQD
PDJJLRUHWROOHUDQ]DDLEXUVWFRQXQSLHIILFLHQWHXWLOL]]RGLPHPRULD
,O VLVWHPD GL EXIIHULQJ GHOO¶13) q SL FRPSOLFDWR GD JHVWLUH VRSUDWWXWWR QHO FDVR GL SDFFKHWWL GL








DOO¶DSSOLFD]LRQH WUDPLWHXQD IXQ]LRQHGL FRSLD FKH DJJLRUQD OR VWDWRGHOEXIIHUGXUDQWH OR VSRVWDPHQWR
SHUPHWWHQGRGLXWLOL]]DUHLPPHGLDWDPHQWHODTXDQWLWjGLPHPRULDOLEHUDWDDQFKHVHODIDVHGLFRSLDQRQq
DQFRUDWHUPLQDWD
1HOO¶LQWHUD]LRQH IUD GULYHU H DSSOLFD]LRQH XQ SDUDPHWUR PROWR LPSRUWDQWH q LO QXPHUR GL FRQWH[W
VZLWFK FLRq GL WUDQVL]LRQL GD OLYHOOR DSSOLFD]LRQH D OLYHOOR NHUQHO ,O FRQWH[W VZLWFK q XQ SURFHVVR
QRWRULDPHQWHFRVWRVRLQWHUPLQLGLFROSLGLFORFN/DVROX]LRQHSHUGLPLQXLUHLOQXPHURGLFRQWH[WVZLWFK
q VSRVWDUH LSDFFKHWWL IUDGULYHUHDSSOLFD]LRQHDJUXSSL LQYHFHFKHXQRSHUYROWD WHFQLFDFKHSHUPHWWH
DQFKHGLUHQGHUHPHQRLQIOXHQWHLOVRYUDFFDULFRGLODYRURUHODWLYRDOODIXQ]LRQHGLFRSLD/¶13)SHUPHWWH
GL VSHFLILFDUH OD TXDQWLWjPLQLPD GL GDWL FKH YHUUj WUDVIHULWD DOO¶DSSOLFD]LRQH FRQ XQD VROD FKLDPDWD q
SHUWDQWRSRVVLELOH FKH O¶DSSOLFD]LRQHQRQYHQJD LPPHGLDWDPHQWH LQIRUPDWDGHOO¶DUULYRGLQXRYLGDWL GD
HODERUDUH DQFKH VH TXHVWL VRQR ILVLFDPHQWH SUHVHQWL QHO NHUQHO EXIIHU 7UDPLWH TXHVWR PHFFDQLVPR VL
UHJRODUL]]DODIUHTXHQ]DGHLFRQWH[WVZLWFKFRPHHIIHWWRFROODWHUDOHVLRWWLHQHFKHO¶DSSOLFD]LRQHFKHXVDL
GDWL YLHQH ULVYHJOLDWD VROR LQSUHVHQ]DGLXQD FHUWDTXDQWLWjPLQLPDGL GDWL GD HODERUDUH3HU HYLWDUH OD




1RQRVWDQWH OH RWWLPL]]D]LRQL SUHVHQWDWH QHL SDUDJUDIL SUHFHGHQWL OD FDWWXUD GHL SDFFKHWWL ULPDQH XQ
SURFHVVRGDOFRVWRQRQLQGLIIHUHQWHOHFXLSUHVWD]LRQLUDSSUHVHQWDQRXQDFULWLFLWjVRSUDWWXWWRVXUHWLDGDOWD
YHORFLWj3HUVXSSRUWDUHDOPHJOLROHDSSOLFD]LRQL O¶13)IRUQLVFHXQDVHULHGLIXQ]LRQDOLWjDYDQ]DWHFKH
SHUPHWWRQR XQ XOWHULRUH LQFUHPHQWR GL SUHVWD]LRQL QHO FDVR GL RSHUD]LRQL ULFRUUHQWL QHOO¶DQDOLVL GL UHWH
/¶LGHDGLEDVHqGLVSRVWDUHSDUWHGHOO¶HODERUD]LRQHGHLGDWLQHOGULYHULOFRGLFHFKHHODERUDLSDFFKHWWLq












UHVWR GHOOD OHWWHUDWXUD LQ TXDQWR TXHOOR GL FXL VL SDUOD q XQ FDPELDPHQWR VZLWFK GHO SULYLOHJLR GL



















/D )LJXUD PRVWUD FRPH LO VLVWHPD GL PRQLWRULQJ GHOO¶13) VIUXWWL LO ILOWUR FRPH FODVVLILFDWRUH GL
SDFFKHWWL(SRVVLELOHSHUHVHPSLRGHILQLUHILOWULFKHVHOH]LRQLQRVRORLSDFFKHWWLZHESRUWDRSSXUHLO
WUDIILFRJHQHUDWRGDXQRVSHFLILFRKRVW,SDFFKHWWLVHOH]LRQDWLVRQRSDVVDWLDGXQPRGXORFKHQHHVHJXHLO






6SHVVR OHDSSOLFD]LRQLEDVDWH VX:LQ3FDSVDOYDQR LPPHGLDWDPHQWH LO WUDIILFRVXGLVFRGLVNGXPS





















FKHYLHQH IDWWRGDOO¶DSSOLFDWLYR HGDO VLVWHPDRSHUDWLYRGXUDQWHXQD VFULWWXUD VXGLVFRGL FRQVHJXHQ]D
YHQJRQR HVHJXLWH TXDWWUR FRSLH GL RJQL SDFFKHWWR ,QROWUH VRQR ULFKLHVWH GLYHUVH WUDQVL]LRQL GD OLYHOOR
NHUQHODOLYHOORXWHQWH/DIUHFFLDDOLQHDWUDWWHJJLDWDURVVDPRVWUDFRPHqVWDWRRWWLPL]]DWRLOSURFHVVRLO
GULYHU 13) q LQ JUDGR GL FRPXQLFDUH GLUHWWDPHQWH FRQ LO ILOH V\VWHP WUDVPHWWHQGRJOL L SDFFKHWWL QRQ




³JUH]]R´ FLRq WUDPH GL OLYHOOR  FKH YHUUDQQR VSHGLWH VHQ]D DOFXQ WLSR GL HODERUD]LRQH GD SDUWH GHOOD
PDFFKLQDPLWWHQWH/DPDJJLRUSDUWHGHJOL VFHQDULGLFROODXGR ULFKLHGHXQ¶DOWDHIILFLHQ]DQHOO¶LQYLRGHL
SDFFKHWWL SHU SRWHU VWLPRODUH OD UHWH ILQR DL VXRL OLPLWL H LQ RJQL FDVR XQ FRQWUROOR VWUHWWR VXOOH
WHPSLVWLFKHFRQFXLHVVLYHQJRQRVSHGLWL7XWWRTXHVWRQRQVLSXzGLQRUPDUHDOL]]DUHFRQSURJUDPPLD





GD XWLOL]]DUH HG q TXLQGL LGHDOH SHU L FDVL LQ FXL OH SUHVWD]LRQL QRQ UDSSUHVHQWLQR XQD FULWLFLWj4XHVWR
PHWRGR GL LQYLR q IRUQLWR GD VLVWHPL DQDORJKL D:LQ3FDS FRPH SHU HVHPSLR LO %3) RSSXUH GDL UDZ
VRFNHWVGL:LQGRZV;3
,QFDVRVLYRJOLDJHQHUDUHXQWUDIILFRHOHYDWR:LQ3FDSIRUQLVFHODFRVLGGHWWDVFULWWXUDULSHWXWDO¶LQYLR








, PHFFDQLVPL SHU OD VFULWWXUD GHL SDFFKHWWL FRPSUHVH O¶DOORFD]LRQH H OD JHVWLRQH GHL EXIIHU VRQR
HVSRUWDWLDOO¶XWHQWHDWWUDYHUVRXQLQVLHPHGLIXQ]LRQLGLwpcap.dll
 9$/87$=,21('(//(35(67$=,21,
(¶ VWDWD HIIHWWXDWD XQ¶DFFXUDWD DQDOLVL GHOOH SUHVWD]LRQL GL :LQ3FDS SHU GHWHUPLQDUH O¶HIIHWWLYD
HIILFLHQ]DGHOO¶DUFKLWHWWXUD4XHVWRSDVVRqLQGLVSHQVDELOHSHUVWDELOLUHODTXDOLWjGHOVLVWHPDHSHUFDSLUH
VH VLD LQ JUDGR GL DSSRUWDUH UHDOL YDQWDJJL ULVSHWWR DG DQDORJKL VLVWHPL JLj HVLVWHQWL ,QROWUH TXHVWR


































































GL SDFFKHWWL HIIHWWLYDPHQWH FDWWXUDWL ² GHO SURFHVVR GL FDWWXUD QHOOD VXD WRWDOLWj LQ GLYHUVL VLVWHPL
RSHUDWLYL,OWHVWqVYROWRHVHJXHQGRVXWXWWLLVLVWHPLXQDVHPSOLFHDSSOLFD]LRQHFKHFDWWXUDWXWWLLSDFFKHWWL
LQ WUDQVLWR VFDUWDQGROL LPPHGLDWDPHQWH GRSR DYHUOL ULFHYXWL /D PDFFKLQD VRWWR WHVW q XQ 3HQWLXP,,
0+]VXFXLVRQRLQVWDOODWLVLDVLVWHPLRSHUDWLYL:LQGRZVVLD)UHH%6'SHUFRQVHQWLUHXQFRQIURQWR















































































6RXUFH SHU GLYHUVH UDJLRQL /D SULPD q FKH LO SURGRWWR q IRFDOL]]DWR ILQ GDOOD VXD QDVFLWD VXO PRQGR
:LQGRZVQRQVRQRPROWLLSURGRWWL2SHQ6RXUFHFRQFHSLWLHVSOLFLWDPHQWHSHUTXHVWRVLVWHPDRSHUDWLYRLQ
SDUWLFRODU PRGR SHU TXHO FKH ULJXDUGD VROX]LRQL GL EDVVR OLYHOOR :LQ3FDS LQ TXHVW¶RWWLFD q LO SULPR
WHQWDWLYR GL FUHDUH XQ VHUYL]LR GL EDVH FRPSOHWDPHQWH DSHUWR SHU :LQGRZV /D FRUUHWWH]]D GL WDOH
DSSURFFLR H OD ULFKLHVWD GD SDUWH GHJOL XWHQWL GL VROX]LRQL GL TXHVWR WLSR DQFKH LQ VLVWHPL RSHUDWLYL
SURSULHWDUL q SUREDELOPHQWH XQD GHOOH UDJLRQL GHO VXFFHVVR GL:LQ3FDS FKH VL q RUPDL LPSRVWR FRPH
VWDQGDUGGLIDWWRFRQWDQGRFHQWLQDLDGLPLJOLDLDGLXWLOL]]DWRULLQWXWWRLOPRQGR
6LFFRPH OD FRPSDWLELOLWj PXOWLSLDWWDIRUPD FRQWLQXD DG HVVHUH XQ SXQWR IRQGDPHQWDOH SHU PROWL
VYLOXSSDWRUL OR VYLOXSSR GL :LQ3FDS H TXHOOR GL libpcap VL VRQR SURJUHVVLYDPHQWH DYYLFLQDWL SHU
UHDOL]]DUH H PDQWHQHUH XQD OLEUHULD SHU OD FDWWXUD SDFFKHWWL LQGLSHQGHQWH GDO VLVWHPD RSHUDWLYR FKH
IXQ]LRQL VX WXWWL L VLVWHPL:LQGRZV H8QL[7DOH VIRU]R q SUREDELOPHQWH XQLFR SHU TXHO FKH ULJXDUGD
XQ¶DWWLYLWjGLEDVVROLYHOORFRVuVWUHWWDPHQWHGLSHQGHQWHGDOVLVWHPDHVLqULYHODWRYLQFHQWHYLVWDODJUDQGH
TXDQWLWj GL DSSOLFD]LRQL PXOWLSLDWWDIRUPD VYLOXSSDWL D SDUWLUH GDOOH VXGGHWWH OLEUHULH>@ ,O PRQGR
GHOO¶DQDOLVL GL UHWH SXz RJJL FRQWDUH VX XQ QXPHUR QRQ LQGLIIHUHQWH GL VWUXPHQWL GL DOWLVVLPD TXDOLWj
XWLOL]]DELOLVXTXDOVLDVLVLVWHPDRSHUDWLYR




,QTXHVWRDUWLFRORq VWDWDSUHVHQWDWR:LQ3FDSXQDFRPSOHWD VROX]LRQH2SHQ6RXUFHSHU O¶DFFHVVRD
EDVVR OLYHOOR DL VHUYL]L GL UHWH SHU VLVWHPL RSHUDWLYL:LQGRZV /¶DUWLFROR KD GHVFULWWR O¶DUFKLWHWWXUD GL
:LQ3FDSHYLGHQ]LDQGROHVFHOWHHVHJXLWHQHOODVXDSURJHWWD]LRQHGDQGRULVDOWRDOOHLQQRYD]LRQLULVSHWWR
DOOHVROX]LRQLFRQFRUUHQWLHSUHVHQWDQGRDOFXQHRWWLPL]]D]LRQLYROWHDOPLJOLRUDPHQWRGHOOHSUHVWD]LRQL
6RQRTXLQGLVWDWLSUHVHQWDWLLULVXOWDWLGLDOFXQLWHVWFKHTXDQWLILFDQRODYDOLGLWjGHOOHVROX]LRQLUHDOL]]DWLYH
DGRWWDWHGLPRVWUDQGRO¶HIIHWWLYDHIILFLHQ]DGHOVLVWHPD,QILQHqVWDWRVRWWROLQHDWRLOFRQWULEXWRFKHTXHVWR
VRIWZDUHKDGDWRDOPRQGRGHOVRIWZDUHOLEHUR
%,%/,2*5$),$
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